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The origins of wargames came from the military that 
conducted exercises to assess and enhance tactical 
procedures carried out by soldiers. Throughout the last 
decade, wargames have expanded to other fields to aid 
employees in using the appropriate response procedures 
during a high severity incident to strengthen their defense 
systems against cybercriminals. Several scholars in the 
wargames field have proved that simulation-based 
trainings allow employees to provide optimal response 
service in their jobs functions. For instance, the Emergency 
Services Sector uses wargames to determine the best 
response during a natural disaster or a severe emergency 
scenario to save human lives. Meanwhile, large companies 
within the Energy and Financial Services Sector use 
wargames to regulate the risks within their businesses. 
More importantly, the Information Technology Sector uses 
cyber related wargames to run attack and defend scenarios 
in sandbox environments. These scenarios are geared to 
train employees to learn about gaps in their defense and 
response procedures and improve company policies to 
protect confidential data from cybercriminals.

The first phase of the experiment focused on collecting the 
opinions the general population had towards their personal 
cybersecurity. With the use of an online survey, it was 
concluded that the more than half of the respondents in the 
sample population reported that they were not familiar 
with common attack techniques cybercriminals often use, 
specifically “man-in-the-middle attack”. The chart below 
represents the respondents opinions towards being asked 
whether or not they feel prepared to respond to a cyber-
attack targeting their cloud account. Half of the 
participants admitted to not feeling prepared to respond to 
this common cyber incident. Framing these questions to 
measure the levels of confidence the general population 
felt towards their personal cyber hygiene, these responses 
were used to design the mobile cyber wargame 
application, WarARP.

Using ARP poisoning MITM attack as a model cyber 
wargame scenario, it was crucial to include the topics our 
initial respondents reported they lacked the confidence in, 
such as the dangers of connecting to public Wi-Fi, email 
account security, phishing, mobile devices, and common 
cyber terms, like MITM. The prototype cyber wargame 
application, WarARP, was designed by using industry 
wargame concepts. For instance, the use of sandboxes and 
the format of attack and defense simulations impacting 
live networks were applied to create a personal cyber 
wargame experience for individual users within the 
general population. The 
purpose of the application is meant to 
be an efficient and easy method for 
individuals, ranging from all technical 
backgrounds, to use the application 
and improve their personal cyber 
practices. After completing the 
wargame simulation, the app provides 
an educational breakdown of technical 
vocabulary and attacks, specifically 
focusing on the meaning and method 
of how ARP poisoning MITM attack 
was conducted in the scenario. In 
addition, the app includes tips on 
other subjects the scenario touches on, 
like how the attacker initially hacked into your device. 

After the participants completed the ARP poisoning MITM 
simulation, they were asked to complete a survey to 
capture their new attitude towards their personal 
cybersecurity. To gain a better perspective of who our 
participants were, we asked the level of technical 
background they fell into. Majority of the respondents 
categorized themselves as a “somewhat technical” 
individuals. The purpose of the post-survey was to 
understand whether or not the participants gained anything 
beneficial out of the WarARP application. Below is a chart 
based on the if the individual felt their confidence level 
towards their personal cybersecurity increased after 
participating in the cyber wargame. We found that there 
were multiple benefits participants experienced after 
completing the simulation. For instance, there was an 
improvement in the behavioral, educational, confidence, 
and motivation in individual’s cyber knowledge and 
practices.

While this research focused on how cyber wargames can 
improve the personal cybersecurity of the general 
population, this required deeper investigation into what 
these simulations offer and how they compare to industry 
wargames. Exploring the benefits of wargames, such as 
how an individual’s response procedures improved, the 
educational value they gained after their cyber wargame 
experience, and how the WarARP app’s cyber guidance 
changes an individual’s view of their personal cyber 
practices compared to the advice given by cybersecurity 
professionals are all other topics this research examined. 
In order to argue that the use of cyber wargames can 
improve the personal cybersecurity of individuals, this 
research was split up into three major phases. The first 
phase included an initial survey to understand how each 
individual felt about their personal cyber practices using 
an online survey tool. The second phase was designing the 
prototyped cyber wargame app, WarARP, based on the 
strengths, weaknesses, and other opinions the respondents 
reported in the first phase. The last phase conducted 
another online survey based on the experience participants 
had after the wargame.

Cyber wargames are customized hypothetical scenarios 
designed to allow participants to practice their response 
procedures to high severity cyber incidents. Several 
industries use wargames to aid employees in their 
behavioral and educational understanding of complex 
technical subjects and attacks. While employees are 
benefitting from these simulations, cybersecurity is still 
considered a difficult subject that leaves the wider 
population feeling overwhelmed with the advice 
cybersecurity professionals are currently providing. Using 
industry wargame concepts, how can cyber wargames be 
used to improve the personal cybersecurity of the general 
population? The purpose is to use industry wargames and 
develop personal cyber wargames for the general public, 
who consists of people ranging in all technical 
backgrounds, to improve their defense and response 
behaviors to a cyber-attack. The most efficient and easiest 
method to accomplish this task is to design a prototyped 
mobile application to break down these technical cyber-
attacks, using Address Resolution Protocol (ARP) 
poisoning man-in-the-middle (MITM) attack as a model 
cyber wargame scenario.

Wargames are a popular training technique companies in 
various operational fields are using to enhance their 
defense and response systems to prevent cyber-attacks. 
Applying industry wargame concepts to design personal 
cyber wargames for individuals, ranging from all technical 
backgrounds, can help improve their personal 
cybersecurity practices. Our purpose is to provide the 
general population an efficient and user-friendly way of 
learning about technical topics and healthy cyber practices 
through the use of a prototyped cyber wargame mobile 
application, known as WarARP (Wargames, Address 
Resolution Protocol). Designing the WarARP application 
using Address Resolution Protocol (ARP) poisoning man-
in-the-middle (MITM) attack as a model scenario, was 
used to determine whether cyber wargames are a solution 
to aiding the general population in improving their 
personal cybersecurity. Surveying our sample population’s 
experience before and after participating in the cyber 
wargame allowed us to analyze how the respondents felt 
about their level of preparedness when dealing with a 
cyber-attack. Their responses determined the effectiveness 
and long-term benefits of the wargame. As a result, 
participants found that their behaviors, knowledge of 
technical subjects, confidence, and motivation to improve 
their personal cyber hygiene were all positively impacted 
by the ARP poisoning MITM scenario. 

The general population is suffering from a lack of 
motivational and user-friendly cybersecurity resources. 
Applying industry wargame concepts to create personal 
cyber wargames offer an improvement in behavioral, 
educational, confidence, and motivation in individual’s 
cyber hygiene. Using the format of wargames based on the 
experience in several operational fields, personal 
wargames are confirmed to have a positive impact on our 
participants that joined all three phases of our experiment. 
Simulation-based trainings have demonstrated an 
enhancement in the defense and response systems of 
technical networks and individual cyber practices. 
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